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Dear Parents and Carers,

| am writing to you today, to provide information following a ransomware attack which has affected Kensington
Aldridge Academy’s IT systems.

On 29 October 2025, we became aware that the Academy’s IT infrastructure had been compromised. As soon as
we became aware of the issue, we engaged a cyber security response team to investigate and help us restore access
to our systems. This investigation is still underway, but we can now confirm that the compromise was the result of

a ransomware attack.
What does this mean?

A ransomware attack is where malicious software prevents you from using your IT infrastructure and data can be

encrypted (meaning it cannot be used) and may also be stolen.

The first stage of this investigation now indicates that some data has been taken (‘exfiltrated’) from our network as
part of the attack. However, we are unable to know exactly what this data is, or exactly where it has come from, at
this time. Given this, there is a possibility that accessed data may include pupil information. This may include pupil
admissions and application information, which may include your child’s date of birth, address, family circumstances
and potentially sensitive information. Financial information relating to pupil premium and Sixth Form funding
applications may have also been accessed, as could information you provided during the admissions process or

ongoing communications with the Academy.

Whilst we cannot confirm with certainty if any of this information has been accessed, we are treating this as a

serious possibility, and therefore ensuring we take appropriate protective steps.

We are writing to you to explain the details of our investigation so that you are aware of the steps that we are

taking to safeguard pupil information, but also steps you can take personally.
How will this impact pupils?

The ransomware attack means that we are currently unable to access some of our IT systems, however nothing that

prevents us from operating safely, nor delivering our usual high standards of education to all students.

Where communication systems have been impaired, we would ask for your patience and support until systems
recover. We'd ask parents and carers to contact school only when necessary, and extend additional patience if

requesting historic documentation or data.
What are we doing?

On discovering our IT systems had been compromised, the Academy took immediate action to engage a cyber
security response team to stop the attack, carry out an investigation and look at additional measures we can put in
place to reduce the risk of any further ransomware attacks. This includes resetting all passwords across the
Academy.
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The cyber security response team are additionally monitoring for any indication that KAA information is being
uploaded to the internet. They will let us know the moment they see anything that they believe may have come from

our systems. | hope this provides some reassurance.

We have also reported this incident to the Information Commissioners Office (ICO) as required by law.
What steps can you take?

There are certain steps families can take to protect themselves from the risk of identity fraud, including:

e Changing passwords for any accounts where the same password is used as the one used to the access the
Academy’s IT system.

e Ensure that passwords are not re-used passwords across important accounts in future.
e Ensure passwords are strong and unique and are not easy to guess.
e Enable two-factor authentication across all important accounts where this is available.

e Be alert for phishing emails and text messages — messages where the sender is prompting you to click links or

enter your details.

e Further advice on using passwords to protect your data and spotting and reporting suspicious correspondence is

available from the National Cyber Security Centre.
What happens next?

We are continuing our investigations and we will keep you updated as appropriate. We expect to see the
restoration of key services starting next week. However, full restoration of our systems will take a number of weeks

to ensure the ransomware is completely removed.

The Academy has a Data Protection Officer (DPO) to advise us on our obligations under data protection law. The
Academy’s DPO is Nick Kleinhans. If you have any concerns relating to data protection, or you have any specific

questions relating to this situation, please email dpo@kaa.org.uk and we will get back to you as soon as possible.

I would like to take this opportunity to thank you for your ongoing support and patience during this challenging

period.

Yours faithfully

7@%4

Anna Jordan - Principal

Kensington Aldridge Academy
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